Manage security in real time
SIEMs like a good idea
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Why are we here?

Security today requires real-time reporting and action.
Is SIEM up to the job

How do we fix it if itisn't?
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On our Regcast today

Raj Samani, McAfee - Part of Intel Security
Tony “White hat” Lock, Freeform Dynamics

Tim Phillips, The Register
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Do you see a significant amount of user or business

driven adoption of the following independently of
the IT department?
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Desktop PCs / Macs
Laptops / notebooks
Tablets / hybrids

Smartphones

PC/Mac software
Mobile apps
Cloud storage (e.g. Dropbox)

Other types of cloud service

Third party development services

B ves

B No, but demand is building [l No, little demand [l Unsure
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How much of a perceived security threat is associated

with the following (now and in three years)?

PERCEIVED THREAT NOW CHANGE OVER COMING 3 YEARS

0 20 40 60 80 100 0O 20 40 60 80 100
FRIENDLY FIRE | | 1 [ I | | | I |

Employees at main office locations
Employees connecting remotely
Customers and prospects

Business partners and suppliers
ENEMY FIRE

Opportunistic attacks/hacking attempts
Targeted attacks/hacking attempts
Advanced, persistent threats (APTs)

National government agencies

B 5-veryhigh 2 3 B Much higher
Online survey, 404 respondents

| 8 Driamcs
Controlling Application Access (Research Report), January 2014 . 2 . 1-None Unsure or N/A . ngher . No Change 2 DYNAMICS
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Security management

IT / Security

Professional

° o
® O \jytiple” @
Fragmented IT °
security Tools
o ® y. o

Little Integration

* Too much data * Firefighting
« Or too little * Guesswork
* Scant Automation * Slow to respond
Find data Understand. Work out what to X
what'’s happening do * DYNAMICS
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How much emphasis is there on the following in your

organisation?

CONFIDENT GROUP 0 20 40 60 80 100

Security analytics

Detecting and defending against APTs

Threat intelligence data from suppliers

OTHERS 0 20 40 60 80 100

Security analytics
Detecting and defending against APTs

Threat intelligence data from suppliers

B High I Medium [l Low [l Alien concept  mmrmesrom
1 DYNAMICS
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Where does responsibility fall for security,

compliance and data protection?

Responsibility not well defined
17%

The IT team / department

35%
Other

2%

A combination of the above

18%
Dedicated security and/or compliance
function(s) within the business
L 14%
Individual users ’
5%
Managers within the business
End User Computing (e.g. depa rtment or function headS)
660 online interviews, Q4 2013 - Q1 2014 9%

" Gracs
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What's the level of awareness of security issues

among your execs?

0 20 40 60 80 100

CONFIDENT GROUP

OTHERS

Il High [ Medium [ Low [l Alien concept
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Historical information becomes interactive

(in tel) secu rity @




Service Providers

Systen

=M,
\__ Bulk Generation _/ | |
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mfocrmation Notwork
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“«..Comms Path
S Comms Pat Across Owner / Domain
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Cyber Security Solution
For critical Infrastructure PoC

« Windows XP SP3

. PowerState: On = + Windows XP SP3
+ McAfee Agent g « PowerState: Off
» SUBNET Explorer ' "’ » McAfee Agent

» Unsecured M? : n‘ « SUBNET Explorer

+ McAfee Embedded
Control

« VxWorks ESXi Server
+ McAfee IPS VM
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Attack on vulnerable substation controller

Attacker exploits a well-known
vulnerability in WinXP SP3
(MS08-067)
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IDS snoops network traffic

Port replication allows McAfee
IDS to inspect all network traffic

The ESMRCV collects the
resulting logfiles from the deep
packet inspection process
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Complete situational awareness of your network

McAfee ESM (SIEM) provides
the operator with complete
Situational Awareness of
network activity

The ESMRCV correlates the data,
detects malicious activity &
generates an Alarm
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Manage all systems with McAfee's ePO Console

The operator uses McAfee's ePO
console to securely & remotely
mitigate the threa
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Isolate compromised machine with AMT's System
Defense function

The operator
creates hardware
filters to firewall
all non-AMT
network traffic

The operator “quarantines” the
compromised system from
the network with AMT’s System
Defense feature
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Out-of-Band Management with Deep Command

The compromised
machineis
uarantined from
the network until
remediation is
complete

The threat has been eliminated,
but the operator must restore
functionality of the system
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Out-of-Band Management with Deep Command

The operator will remotely & securely
ower-on the secondary controller
with vPRO & Deep Command
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Endpoint security with McAfee’s embedded control

aldn

The secondary
controller is

~ s online and normal
But, the attacker is < «® s operation has
still at it! Targeting att?° g’ resumed

the secondary
controller this time. I

However, this system is properly
configured with McAfee's Embedded

Conltrol....only whitelisted code can
run!
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No event goes undetected

The McAfee agent logs all embedded
control activity...these logs are
collected by ePO and the ESMRCV
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ePO dashboards enable rapid SA

Easy to read dashboards give the
operator the SA required to take the
appropriate action
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Exec level
awareness and
appreciation

Technology lev-
el protection

earch Report), August 2013

Proactive
investment in
security

Comprehensive
and joined up
management

Employee
awareness and
appreciation

Intellegence,
visibility and
understanding
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Further reading

Security Management 2.0 http://reg.cx/2cpk

Focus on 5 SIEM requirements http://reg.cx/2cpm
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Thanks for joining us

An archived version of today’s event
will be made available on The Register
in the near future.
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