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Security: knowing what
you don't know

And what you can do about it




Why are we here?

100 per cent security is a fantasy.

How do you cope with reality?
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On our Regcast today

Raimund Genes, Trend Micro
Tony “Dark Lord” Lock, Freeform Dynamics

Tim Phillips, The Reg
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Do these things make application access security

harder?

APPLICATION ACCESS VIEW 0% 20% 40% 60% 80% 100%

Changing working patterns, e.g. mobile and remote
access

Increasing access by customers and prospects

Increased web based sales or customer service activity
in particular

Increasing access by business partners and suppliers

SYSTEMS AND DATA VIEW

Changes in how data is used and how it moves around

Virtualisation of the IT infrastructure

Adoption of cloud and hosted services

. Yes . No, but likely to in the future
. No and unlikely to Unsure
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How much of a perceived security threat

(including ignorance or mishap) are...?

PERCEIVED THREAT NOW PERCEIVED THREAT 3 YRS TIME

0 0 0 0 0 0 0 0 0 0 0 0
ERIENDLY FIRE 0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%

Employees at main office locations
Employees connecting remotely
Customers and prospects

Business partners and suppliers

ENEMY FIRE
Opportunistic attacks/hacking attempts
Targeted attacks/hacking attempts
Advanced persistent threats (APTs)

National government agencies

- 5-Very High . 4 . 3 . 2 . Much Higher . Higher . No change

1-None Unsure/NA . Lower Much lower Unsure/NA
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SCRIPT KIDDIES

Nothing says amateur like having only an *anonymous' proxy server between you
and a Vice Presidential candidate and federal law enforcement
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How to get your prey

Probing Compromising Stealing

Research - Social Engineering Owh one machine
Target a victim - get them to click inside perimeter

......................................................................................

Probe internal Compromise key
network servers
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AV-Test malware stats
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Managing application performance, availability and

security problems

0% 20% 40% 60% 80% 100%

Disjointed, complex and
hard-to-manage environment

Old technology that has functionality
gaps or is difficult to operate

Excessive reliance on manual

processes prone to human error

. Significant problem . Unwanted distraction

. Not an issue Unsure/NA
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Managing application performance, availability and

security problems

0% 20% 40% 60% 30% 100%

Hard to manage cloud and on-premise

service levels in a coherent manner

Hard to manage cloud and on-premise

security in a coherent manner

. Significant problem . Unwanted distraction

. Not an issue Unsure/NA
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Your access security capability

CURRENT CAPABILITY FOCUS FOR IMPROVEMENT?

0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%

Basic network-level security
(firewall, anti-virus, anti-spam, etc)

Application level security
(session isolation, app layer security, etc)

Data and information security
(data loss prevention, content filtering, etc)

User access and audit reconciliation
(identity/access mgmt, anomaly detection, etc)

Access security monitoring and analytics
(alerts, forensics, APT detection/tracking, etc)

[

[l s-comprehensive 4 2 2 Bves o B unsurena

1-None-existent Unsure/NA
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How secure is your data?

0% 20% 40% 60% 80%  100%

We need to think less
about internal versus
external, and more about
public versus private)

Access security in today’s

distributed/cloud world
needs to be implemented
at the application and / or

data level
. Strongly Agree. Agree
. Disagree Strongly Disagree
. Neutral Unsure/NA

Have you moved from the
‘network perimeter’ to the
‘application perimeter’

approach?
Unsure
| don’t understand 50%
the concept- Fully, this is how we
2% : work
1%

Don't see this as

relevant -~
12% L
Moving in this
direction
w250

Not on our aéenda,
but should be
22%

It's on the agenda
to explore
23%
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The new reality

Information no longer
protected by traditional
defences

Point solutions; limited
visibility, decentralised
administration

Dynamic, complex
environment; many new
apps and platforms

'
'
»

What users need

Smart protection for
information

Simple yet flexible to
manage and deploy

Security that fits an
evolving ecosystem
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Detect malware,
communications
and behaviour
invisible to
standard defences

A complete lifecycle

Analyse Adapt

the risk and security

characteristics automatically

of the attack (IP blacklists,

and attacker custom
signatures...)
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Complete user protection

Cloud Sync
& Sharing

Collaboration

) &— Any device, any app, anywhere — a,
File/Folder & Social Networking
Removable Media

Anti-Malware Content Data Loss Encryption Device Application
Filtering Prevention Management Control

YREND M cno
PROTECTION
NETWORK™

“DE
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Cloud and data centre security

Data centre

i
i

= - _ _
Physical Virtual Private cloud Public cloud

Anti-Malware Application Intrusion Integrity Encryption
Scanning Prevention Monitoring
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Custom defence

Communication Known Threats

Protocols UBERGHH

Network
Threats

Ports

Network 2 . . Evolving
Tinfiic — Network, device, OS and file agnostic — Thregte

Automated
Security
Updates

Threat
Services

Network Threat Custom Local Threat Advance
Detection Sandboxes Intelligence Threat Analysis

9,
J
1\ @ ZREOTTWJ?:
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Smart protection

Informed know where your data resides

Layered protection from mobile to cloud...from OS to application
Interconnected security across layers, with greater context
Real-time global threat intelligence with faster protection

Transparent enforcement with minimal user impact
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Best practice

1. Data breach protection

A layered security model that gives you improved situational
awareness across your environment.

2. Privacy

Vendors share what data they obtain and where your data is
stored. Encryption is key.

3. Vulnerabilities
Look to virtual patching for non-supported OS and apps.

4. loE

If developing, build security into framework; if using, build security
into the framework.
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Further reading

Trend Micro
2014 Threat Predictions: http://reg.cx/2abg

Trend Micro
2013 Security Round Up: http://reg.cx/2abh

Freeform Dynamics
Controlling Application Access: http://reg.cx/2ac6
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Thanks for joining us

An archived version of today’s event
will be made available on The Register
In the near future.
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