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About this Inside Track

The research upon which this
Inside Track is based was
independently designed and
analysed by Freeform
Dynamics Ltd. Data was
gathered from 238 IT
professionals via an online
survey executed in
collaboration with a
mainstream IT news site. The
study was sponsored by
SolarWinds.

Figure 1

How much time do you
spend monitoring the
following parts of your IT
infrastructure?

(e.g. extracting and
analysing logs, interpreting
reports and alerts,
managing tools and agents,
etc)

The chances are that
you have seen a
considerable growth
in the number of
applications and
services considered to
be critical.

Figure 2

AGREE/DISAGREE

Systems slowing down is as
big a problem as systems
going down

In a nutshell

Against the backdrop of increasingly crucial and complex IT systems, and a relentless
pace of change in the business and technology domains, ensuring that systems are
running smoothly and with a good level of performance has become a key imperative.
This shines a spotlight on systems monitoring, but how well are organisations doing in
meeting requirements in this space?

Monitoring in the spotlight

A lot of IT professionals spend a significant amount of their time monitoring systems
and services, as our survey clearly showed (Figure 1).

DATACENTRE
Servers, storage devices, network equipment, etc
Systems software components 48% 21%
Server OS, web servers, app servers, DBMS, etc
Security infrastructure 38% 30%
Firewalls, UTPs, access management systems, etc
Virtual/cloud platforms 36% 27%
VM, virtualisation stacks, private clouds, HCI, etc
OFF-SITE
Hosted/public cloud services 19% 21%

Compute, storage, SaaS and other resources

EDGE

End user computing environment
Desktops, laptops, tablets, smartphones, etc °

END-TO-END
Whole systems/services
Up/down the stack, back-end to front-end, etc 21% 35% 35%

H A lot

17% 60%

A reasonable amount ¥ Little or no time = N/A

This level of activity is understandable when you consider how much businesses are
dependent on their IT systems today. The chances are, for example, that over the past
few years you will have seen a considerable growth in the number of applications and
services considered to be critical. The job of monitoring the health of systems and
components so you can spot problems early and pre-empt failures that may lead to
downtime has become equally critical. And given the way in which user needs and
expectations have evolved, monitoring nowadays has to go beyond uptime and
health, and pay attention to matters of performance. In many cases, if the response
times experienced by users and customers falls below the level of tolerance, then the
system may as well be down because people will stop using it (Figure 2).

40%

Strongly disagree N/A

Maybe

Strongly agree Agree Disagree
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Many problems and
challenges persist in
relation to the
monitoring of IT
systems and services.

Figure 3

How challenging are the
following when it comes to
finding and fixing
performance or service
interruption issues?

Many IT teams are
struggling with
monitoring and
diagnostics in
environments that
have not just become
more critical, but also
more complex.

Figure 4

AGREE/DISAGREE
Our monitoring tools...

Achieving results or just spinning your wheels?

So, monitoring is important, and IT teams are spending a lot of time doing it. At a high
level, this would seem to make sense - proper attention is being paid to a critical
activity. But the survey results we kicked off with don’t tell us how the time is being
spent. In some situations, it could indeed be a positive indicator of focus and
attention. In others, however it may be more a symptom of a high reliance on manual,
labour-intensive processes. Our first clue that it’s not all positive surfaces when we
look at some of the problems and challenges that persist in this area (Figure 3).

THE FUNDAMENTALS

Understanding when there is a real problem
Locating exactly where a problem is in complex systems
Working out how to deal with the problem

GETTING A CLEAR PICTURE

Having visibility into systems where user demand varies rapidly 33%
Having good visibility into cloud systems usage and performance
Getting monitoring and management systems to talk to each other

PEOPLE AND POLITICS

The increasing number of systems classified as ‘business critical’ or ‘important’
Dealing with internal politics if system usage needs to change in shared infrastructures
Getting change management clearance to do something

Getting cloud service providers to respond

LACK OF INVESTMENT

Getting hold of the budget to fix things properly in a long-term, sustainable way
Getting agreement to upgrade monitoring capabilities to deal with the new IT landscape

26%
26%

B Very challenging ¥ Quite difficult

Minor problem

No challenge atall ' N/A

The picture we see here is one of IT teams struggling with monitoring and diagnostics
in environments that have not just become more critical, but also more complex in
recent years. And that complexity goes beyond the infrastructure and systems level to
include people and suppliers - more stakeholders within the business, more diversity
and demarcation among IT teams, and third parties such as cloud service providers
assuming control of more elements of the systems and application landscape.

Muddling through

The trouble is that, despite organisations pressing on with the implementation of new
solutions, often ones that exploit alternative architectures and delivery models, they
have expected operations teams to just ‘muddle through’ with their existing
monitoring and diagnostics facilities. This becomes clear when you look at some of the
areas in which the tools currently in place fall short of requirements (Figure 4).

I
X

...provide good end to end visibility of our IT systems 38% 23% 19%

...allow us to proactively manage systems, not just react 32% 20% 21% 9%

...allow us to work out the root cause of problems quickly 35% 31% 18% 6%
...are easy to use 28% 36% 18% 9%
...do everything we need 26% 33%

B Strongly agree ™ Agree I Maybe ' Disagree M Strongly disagree I N/A

And when tools lack functionality, integration capability or are simply too difficult to
use, the result is a heavy reliance on home-grown scripts and manual processing, and
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Figure 5
How much do you agree or

disagree with the following
statements?

Figure 6
How much do you agree or

disagree with the following
statements?

Figure 7

How much influence would
the following have in
triggering you to change the
tools you use to monitor
your IT infrastructure?

A disaster is too often
required to trigger an
investment.

simply a lot of time and effort spent getting things working together so you can form a
coherent view of what’s going on (Figure 5).

Scripts and daemons do most of the monitoring

18% 26% 13%
work we need

I still have to deal with manually exporting log

files, importing into a spreadsheet, JSONs, and 25% 25%
then working out by hand what’s going on
Things would work much better if our monitoring
- . 35% 10% 4%
and management tools utilised effective APIs
B Strongly agree M Agree ™ Maybe | Disagree ' Strongly disagree ' N/A

So, is this the way it is and will always be, or can something be done about it?

Taking steps to drive improvements

The survey responses presented on this next chart sum up the problem that often
exists at 40,000 feet level - automated monitoring would allow the IT team to better
serve the business, but addressing this area is too often an afterthought (Figure 6).

Automated monitoring systems would

R . . 15%  5%3%
improve IT service quality

The need for effective monitoring of our

R 15%
systems is an afterthought

B Strongly agree M Agree [ Maybe ' Disagree ' Strongly disagree " N/A

This level of what we might reasonably regard as neglect goes hand-in-hand with the
reactive way in which investments in monitoring are triggered. Budget very often only
becomes available following a disaster such as a significant security breach or systems
outage, when the ensuing inquiry highlights monitoring shortcomings (Figure 7).

Significant security breach 27% 11% 8%

Significant systems outage 31% 15% 15%
Major systems upgrade or deployment 15% 20%
Major application upgrade or deployment 20% 23%
An exceptional new business demand 19% 12%
Initiative to optimise costs/resources 24% 23%
A big security scare in the press 23% 26%
Major private cloud migration project 22%

A public cloud project 21%

Major desktop upgrade or deployment 18% 20% 49%

H Big influence ™ Some influence ™ Should influence but doesn't * No influence ™ N/A

The responses shown on this chart do provide a clue, however, to one of the tactics
you can use to drive improvement proactively. Indications are that the best time to
bring up investment in monitoring tools is when funding is being discussed for a major
system or application upgrade, or when the business comes up with an exceptional
demand. If we think of solutions in this space as being part of the operational
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At some point, the

mindset needs to shift

to recognise the
importance of
explicitly investing in
monitoring
infrastructure,
otherwise you’ll
continue to be
plagued by systems
and tooling

fragmentation issues.

Figure 8

How much do you agree or
disagree with the following

statements?

Effective monitoring is

both good for
business and for the
stress levels and
quality of life of
operations staff.

Get it right, and
things will run more
smoothly. Neglect it,
and nasty surprises
with tangible
consequences are
inevitable.

infrastructure, this makes absolute sense. It’s always easier to get funding approved
for any elements of infrastructure if it can somehow be tied to a project that is
explicitly recognised and backed by business stakeholders. The truth, however, is that
even this approach probably isn’t going to cut it as you increasingly move towards
shared infrastructure and services. At some point, the mindset needs to shift to
recognise the importance of explicitly investing in monitoring infrastructure,
otherwise you’ll continue to be plagued by systems and tooling fragmentation issues.

The benefits of proactive investment

In order to explore the impact of different approaches to investment, we divided our
survey sample into two groups based on their responses to the question previously
shown at the bottom of Figure 6. If the respondent disagreed or strongly disagreed
with the notion that monitoring is often an afterthought, we took this as a proxy for
proactivity. The remainder of the sample were assumed to be reactive from an
investment perspective.

If we compare what each group told us about how well their monitoring tools were
meeting needs, we saw some pretty striking differences (Figure 8).

Our monitoring tools...

...provide good end to end visibility of our IT systems 54%
Those who take a

...allow us to proactively manage systems, not just react 4%

approach to monitoring- ...allow us to work out the root cause of problems quickly 49%
related investments
...are easy to use
P hi " m Strongly agree
...do everything we nee Agree
Our monitoring tools...

...provide good end to end visibility of our IT systems
Those who take a

REACTIVE ...allow us to proactively manage systems, not just react

approach to monitoring- ...allow us to work out the root cause of problems quickly

related investments
..are easy to use

B Strongly agree

...do everything we need [Z Agree

This difference in capability will obviously translate to more effective service
management, and a direct benefit to the business, but there are also advantages for IT
teams themselves. Those in the proactive group, for example, were around half as
likely to be ‘frequently’ or ‘quite often’ troubled by false alarms out of hours. They
were also significantly less likely to get out of hours calls from their boss asking for
updates, or from junior colleagues looking for help and advice to deal with systems-
related issues. The bottom line is that effective monitoring is both good for business
and for the stress levels and quality of life of operations staff.

Final thoughts

While those taking a proactive approach to investment are obviously doing much
better than their counterparts, it is telling that still only 36% of this group say their
existing tools do everything they need. This reflects the challenge of keeping up with
the way in which the criticality of IT systems, the complexity of IT landscapes, and the
general pace of change within the technology domain continue to escalate. Against
this background, it will be increasingly easy to draw a direct line between monitoring
capabilities and business outcomes. Get it right, and things will run more smoothly.
Neglect it, and nasty surprises with tangible consequences are inevitable.
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About the Research

The research upon which this Inside Track is based was designed and executed by
Freeform Dynamics in collaboration with a mainstream IT news site. Data was
collected from 238 IT professionals via an online survey completed in June 2017.

Study sample o
Organlsatlon size
Region Greater than 100,000 employees
UK 41% 25,000 to 100,000 employees
Rest of Europe 17% 5,000 to 25,000 employees
USA 22% 1,000 to 5,000 employees
Rest of World 20% 250 to 1,000 employees
238 tOtaI 50 to 250 employees
. respondents 1010 50 employees
Figure 9 Industry

Less than 10 employees

Central/Local Government

Online survey conducted in

: i Energy, Resources and Utilities
collaboration with a Financal Services
mainstream IT news Slte Healthcare and Life Sciences

Role
Overall head of IT

Head of IT operations
Hi Tech

. o . Datacentre manager
Manufacturing, Engineering, Construction
. . IT datacentre architect
Media and Entertainment

Storage specialist
Pharmaceuticals B¢ 5P

" : Server specialist
Professional Services P

Retail, Wholesale and Distribution Networking spedialist

Telecommunications Security specialist

Travel, Transport and Hospitality IT generalist/professional

Other

Other

Please note that the online methodology used in this study is subject to self-selection
bias, so we can expect the data to be skewed towards those with more knowledge and
experience of IT systems monitoring.
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About Freeform Dynamics

Freeform Dynamics is an IT industry analyst firm. Through our research and insights,
we aim to help busy IT and business professionals get up to speed on the latest
technology developments, and make better-informed investment decisions.

For more information, and access to our library of free research, please visit
www.freeformdynamics.com.

About SolarWinds

SolarWinds provides powerful and affordable IT management software to customers
worldwide, from Fortune 500® enterprises to small businesses, managed service
providers (MSPs), government agencies, and educational institutions. We are
committed to focusing exclusively on IT, MSP, and DevOps professionals, and strive to
eliminate the complexity that our customers have been forced to accept from
traditional enterprise software vendors.

Regardless of where the IT asset or user sits, SolarWinds delivers products that are
easy to find, buy, use, maintain, and scale while providing the power to address key
areas of the infrastructure from on-premises to the cloud. This focus and commitment
to excellence in end-to-end hybrid IT performance management has established
SolarWinds as the worldwide leader in both network management software and MSP
solutions, and is driving similar growth across the full spectrum of IT management
software.

Our solutions are rooted in our deep connection to our user base, which interacts in
our THWACK® online community to solve problems, share technology and best
practices, and directly participate in our product development process.

Learn more today at www.solarwinds.com.

Terms of Use

This document is Copyright 2017 Freeform Dynamics Ltd. It may be freely duplicated and distributed in its entirety on
an individual one to one basis, either electronically or in hard copy form. It may not, however, be disassembled or
modified in any way as part of the duplication process. Hosting of the entire report for download and/or mass
distribution by any means is prohibited unless express permission is obtained from Freeform Dynamics Ltd or
SolarWinds. The contents contained herein are provided for your general information and use only. Neither Freeform
Dynamics Ltd nor any third party provide any warranty or guarantee as to the suitability of this document for any
particular purpose.
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