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Raising your game with Software as a Service
A guide for Small and Medium Businesses

Dale Vile, Freeform Dynamics Ltd, June 2013

Cloud computing, and Software as a Service (SaaS) in particular, can in theory deliver a lot of value to
small and medium sized businesses, but are the benefits real? If so, how can they be unlocked?

Key Points

Most SMBs have significant IT capability gaps

A recent study of 501 small and medium businesses (SMBs) revealed a mixed picture in terms of the IT
capability used to support the business. Most organisations do a pretty good job of meeting their needs
in relation to essential functions, but when it comes to solutions that can enhance workforce productivity
and business performance, the technology in place often falls significantly short of the mark.

Progress is inhibited by a shortage of time and resource, and operational overhead concerns

With limited IT expertise and bandwidth available, it's hard to find time to keep up with technology related
developments that might benefit the business, and even to properly investigate the options available
when new business needs or opportunities arise. Added to this, SMBs are very wary of the cost and
overhead of running new IT systems, which can become a distraction or burden over time.

SaasS cuts through many of the blockers, but the value is often not appreciated

Those with experience of SaaS highlight a wide range of advantages compared to traditional on-premise
IT. Less distraction from core business activities, an ability to spread the cost of IT improvements, easier
management of growth, and enhanced support for mobile and remote working are examples of areas in
which the value of SaaS is confirmed. However, those that have yet to experience SaaS often
underappreciate the benefits.

The level of challenge is over-estimated, and issues are sometimes misunderstood

Before they adopt their first SaaS service, many anticipate major issues in areas such as security, data
management, cost predictability, and unfriendly contract terms. While experienced users say you need to
be careful about these and other issues when evaluating services, they are also clear on there being no
showstoppers, and say risks can be managed effectively if the right approach is taken.

Early adopters quickly get over any concerns, and are using SaaS to ‘raise their game’

Rather than trying to save money by migrating existing back-office systems like accounting and ERP into
the cloud, most see SaaS today as an opportunity to introduce new capability that enables workforce
productivity, enhances business performance, or reduces business risk. Solutions in areas such as
collaboration, CRM, data management and security, are common targets for SaasS.

SaaS changes the way SMBs think about exploiting IT

If you don’t have to worry so much about up-front costs and the need for specialist IT skills and
resources, the question changes from “What is possible?” to “What is valuable?” Decisions then primarily
come down to comparing the ongoing benefit with the ongoing cost, and if the ratio is favourable, then
acting on the potential is much more straightforward.

The study upon which this report is based was designed, executed and Study sponsored by
interpreted on an independent and objective basis by Freeform Dynamics Ltd.
Data was gathered via in-depth telephone interviews with 501 business and IT

professionals in a European SMB environment. All respondents were either ijmantec

responsible for, or intimately involved in, IT policy, planning and decision-making.
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Introduction: Meeting IT needs can be a challenge

Technology can be seductive. When the latest smart phones, slates and multi-media PCs are connected
up to compelling and highly accessible internet services, so much of what we do in our personal and
home lives becomes just a few clicks or taps away.

But what about at work? That's too often a different story. There is a good chance that the technology
you rely on to get your job done is constraining and frequently frustrating to use. From a business
perspective, this has tangible consequences. It means that in a world in which the internet, instantaneous
communication, mobile working, information on tap, and other technology-enabled capability can
potentially transform the way organisations operate, your business may not be taking advantage of all
that’s available to it.

Some of the results of a recent study (Appendix A), in which data was gathered from 501 small and
medium businesses (SMBs), illustrates both the problem and the opportunity. On balance, organisations
do a pretty good job of meeting their IT needs in relation to essential functions, but are typically lacking
when it comes to the solutions that can enhance performance and make users’ lives easier (Figure 1).

How well would you say your IT needs are being met in relation to the
following at the moment? 0% 20% 40% 60% 80%  100%

Admin and back office systems (accounting, ERP, etc)
Fj::t?;'naé Applications specific to your business or industry
Email, office and other personal productivity tools
Your website and web-applications (e.g. online store)
CRMrelated systems (sales and customer services)

Performance . .
enhancing Document sharing, collaboration, content management
capability Facilities to support mobile working

Facilities to support remote and home working

Business intelligence and analytics —— |

bl |

B Very well, couldn't be better B OK, but would ideally enhance

= Needs only partially met B Needs met very poorly
= Not relevant = Not sure
Figure 1 Core needs are covered, but gaps often exist when it comes to performance enhancing capability.

Drilling down, shows us that the shortfalls are particularly acute among smaller companies (Figure 2).

How well would you say your IT needs are being met in relation to the
following at the moment?

Tier 1 (101-250 emps) Tier 2 (26-100 emps) Tier 3 (10-25 emps)
0% 20% 40% 60% 80% 100%0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%

Admin and back office

Essential Business/industryspecific apps

functions ) o
Email, office, productivity

Website, web apps
CRM related systems

Performance .
enhancing Documentmgmt, collaboration
capability Mobile working facilities
Bl and analytics
Remote/home working facilities

H Verywell, couldn'tbe better ® OK, butwould ideally enhance

Figure 2 Smaller organisations are more likely to have capability shortfalls.
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One of the big reasons for this is that the level of resources and expertise in place to run and support IT
systems and services is often limited (Figure 3).

How many people do you have on staff that are dedicated to running and supporting
IT systems and services?

0% 20% 40% 60% 80% 100%

Those with 101 to 250 employees W More than 5 dedicated IT staff

m3to5
) = Two
Those with 26 to 100 employees = One
j =~ None, IT looked after on a part time basis
Those with 10 to 25 employees = NA, we use outside help to deal with IT

Figure 3 In-house IT resources are limited, and where they are in place, they are often overstretched.

As we can see, the smallest organisations participating in our study typically have little or nothing in the
way of IT resources in-house. Even in medium sized businesses with between 101 and 250 employees,
while a small IT team is often in place, feedback from respondents suggests that it's likely to be over-
stretched, with most of its time occupied maintaining those essential functions we mentioned earlier.

Non-essential IT put onto the back burner

With limited IT expertise and bandwidth available, it's obviously hard to find time to keep up with
technology related developments that might benefit the business, and even to properly investigate the
options available when new business needs or opportunities arise. This comes through strongly when we
look at the five most common impediments to progress (Figure 4).

When considering how to meet new and evolving needs in relationto IT
systems, how often do the following get in the way of making progress?

0% 20% 40% 60% 80% 100%

Lack of time to review needs and opportunities
Ongoing cost of owning and running new solutions
Lack of knowledge and awareness of the aptions available

Generalinertia; it's too easy to live with current limitations

Up-front costs in relation to IT projects

m Often = Sometimes

Figure 4 Progress is inhibited by a shortage of time and resource, and operational overhead concerns.

Beyond a lack of time and resource, it's interesting to see ‘Ongoing cost of owning and running new
systems’ towards the top of this list, ahead of ‘Concerns about up-front costs’. This is quite telling, and is
clearly the result of past experience of having to allocate a significant amount of budget for either internal
or external resources to deal with the operational aspects of IT. After all, applications, servers, networks,
desktop PCs and storage devices don’t look after themselves, and if they are neglected are prone to
problems. Plus, of course, IT inevitably needs upgrading from time to time and fixing when it goes wrong.

The bottom line is that in an SMB environment, implementing new IT capability, then running it thereafter,
can represent a big commitment and often a potential burden on the business. No wonder that the focus
in most SMBs is largely on essential functions only. It's also understandable that the response ‘It's too
easy to live with current limitations’ is in the top 5 list of impediments to progress.

If any of this is beginning to sound familiar then read on, because we’re going to be looking at some
alternative ways of dealing with IT requirements that work around some of the issues we have been
discussing.
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Alternative ways of delivering IT capability

The traditional approach to acquiring new IT capability involves buying hardware and software then
either getting your internal IT team to put it all together, or paying an external services firm to integrate it
for you. Occasionally you might develop your own software, or commission an IT supplier to develop it on
your behalf, but with the flexibility of modern applications, the need to do this is much less nowadays,
especially in an SMB environment.

One of the potential challenges, as we saw earlier, is having to foot the bill for the up-front costs
associated with this traditional acquisition model. If this is a problem for you, e.g. because your business
is trying to preserve cash in the current economic environment, then there are a couple of obvious ways
around this, namely IT financing and software subscription. These allow you to spread out the cost of a
new system over time, and many of the respondents in our study are already familiar with such options,
along with the ‘managed services’ approach to overcome skills and resource issues (Figure 5).

How would you rate your level of understanding of the following?

0% 20% 40% 60% 80% 100%

IT Financing | = Good from direct experience

E.g. leasing options for equipment, or arrangements to B Good from general knowledge
spread payments foran IT investmentover a number of

months or years = Rough idea of what it's about
= No real knowledge

Software subscription/rental

E.g. inwhich you pay a monthlyfee for applications and = Never heard of this
tools that you run, as opposed to buying perpetual licences .
upfront Hosted infrastructure
: 0% 50% 100%
Managed services
In relation to your own equipmentand systems, e.g. getting Tier 1 SMBs
someone else to manage and supportthe servers, desktops,
applications,and so on that you run on site Tier 2 SMBs
. Tier 3 SMBs
Hosted infrastructure
Where it's your software and applications, butthey are .
installed &run in a service provider's datacentre, & are Software as a Service
accessed remotely 0% 50% 100%
Software as a Service (SaaS) Tier 1 SMBs
In whlchyou supscnbetq,orrem acce5§ to, service provider / Tier 2 SMBs
applications, typically delivered over the interneton a fee per
user permonth basis Tier 3 SMBs

Figure 5 Knowledge and awareness of cloud options varies considerably in the SMB space.

The last two items listed on this chart are what we might call ‘cloud options’, and while awareness of
these is pretty good among medium sized businesses, most study participants working in a smaller
environment are unfamiliar with what’s available in these areas, or have limited knowledge.

If you fall into the ‘limited knowledge’ category, you might like to take a look at Appendix B, which
provides a quick overview of the two main cloud options that are likely to be relevant to you in a small or
medium business environment, i.e. infrastructure hosting and SaaS as shown on the above chart.

In the remainder of this report, we are going to be focusing on SaaS in particular, as this form of cloud
computing can potentially add value to your business regardless of the level of IT expertise and
resources you have in place internally. With a service provider taking care of all the complexity and
overhead of installing and running systems, you can take advantage of more sophisticated solutions,
reduce the level of distraction from core business activities, and even possibly save some money.
Indeed, we picked up a lot of enthusiasm during our study for this alternative way of meeting IT related
needs, as these comments from participants with SaaS experience illustrate:

“Access to technology is what we want. The advantages to smaller businesses are great.”

“Being able to access new technology and applications without high upfront costs is very appealing.”

So let’s take a closer look at what’s behind this positive sentiment.
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Real-world experiences of SaaS benefits

Around one in five of our research sample (96 respondents) indicated use of SaaS within their business,
which is a large enough group to look at how Saas is finding its place in a mainstream business context.

Where is SaaS being used?

Thinking back to the picture we saw earlier (in Figures 1 and 2) illustrating that most IT related shortfalls
are associated with performance enhancing capability, it's interesting to see SaaS being used by early
adopters to plug such gaps. In particular, we see the most emphasis being placed on services aimed at
providing users with better communication, collaboration and information sharing capability (Figure 6).

Breakdown of Saa$S use and intentions among early adopters

0% 20% 40% 60% 80% 100%

Doc sharng, collaboration, content mgmt

Simple online storage (e.g. Dropbox or similar)

Email, office & other personal productivity tools

CRM related systems (sales and service )

Applications specific to your businessfindustry

Website and/or customer-facing online apps

Business intelligence and analytics

Admin and back office systems |
1

B Significant use @ Someuse =EFimplans = Future possibility

Figure 6 Much of the initial activity is focused on collaboration and CRM.

The almost total absence of activity around admin and back office systems (accounting, procurement,
ERP, and so on) reflects the fact that such needs are generally reasonably well covered by traditional IT,
and the appetite to move such systems into the cloud is limited. What’s clearly going on here is that early
adopters are seeing SaaS as a way to raise their game by using it to introduce solutions that can make a
real difference to workforce productivity and business performance.

And it's no coincidence that the starting point for this is communication and collaboration given that
connectivity is such a fundamental part of both these types of solution and the SaaS model. One of the
big advantages of Saas is that connecting to applications and data from remote PCs and mobile devices
is often an inherent part of the service, i.e. such capability is usually a given.

As SaaS and flexible working therefore go hand in hand, this naturally highlights the need for better
control and risk management compared to the requirements that exist in a more static and closed back-
office environment. With more devices and more data potentially moving around, it’s significant that
beyond business functionality early adopters see a clear role for SaaS to help with various aspects of IT
management, security and data protection (Figure 7).

Breakdown of SaaS use and intentions among early adopters

0% 20% 40% 60% 80% 100%

Data management (backup/recovery, archiving )

Tools formanaging I T assets

IT secunty and access management

m Significant use B Someuse ®Firmplans = Future possibility

Figure 7 Use of SaasS to deliver systems-related capability is gathering momentum.
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The capabilities we see listed here represent areas in which many SMBs, especially those who don’t
have an IT team, often overlook or underestimate the importance of SaaS options not only to lower the
barrier to putting appropriate protection in place, but also to allow quite sophisticated solutions with
embedded best practices to be exploited.

I's now possible, for example, to implement state of the art backup and security in a small business
environment even if you have no specialist knowledge in these areas, as service providers take care of
all the complexity behind the scenes. In many cases, you need to do little more than subscribe, make
some basic choices via a web browser, and maybe run a couple of simple setup wizards on user PCs.

The significance of this is huge as few smaller businesses would have the funding, expertise and, let’s
face it, the courage and conviction, to buy the equivalent software tools, servers and storage devices,
then integrate it all, test that it works, and set up IT admin procedures to keep it all running. SaaS really
can be transformational in terms of IT-related SMB risk management.

Zooming back out to SaaS benefits in general, most of what we have been looking at so far is
circumstantial evidence of the value. Let's therefore now take a look at some other data from the
research to gain additional confidence that the benefits are more than just marketing claims and theory.

Are the benefits real?

When analysing research, we can learn a lot from comparing the responses of the different groups, and
in this particularly study, the perception of value by users and non-users speaks volumes (Figure 8).

Perception of value
Existing SaaS Users Non-Users

0% 20% 40% 60% 80%  100% 0% 20% 40% 60% 80%  100%

Less distraction from core business
Capacity to accommodate growth
Faster time to benefit

Spreading the cost of [T improvements
Fast/easy updates and upgrades
Flexibility to change

Mobile, remote, and Web access

Access to more sophisticated solutions

Encouragement of best practice

B Big benefit = Some benefit

Figure 8 Those with experience appreciate the benefits of SaaS more than those who have yet to adopt.

Pretty much all of the benefits mentioned earlier are confirmed to one degree or another by those with
experience. However, indications are that while many non-users understand the value of SaaS in terms
of lowering the level of distraction from core business activities, spreading the cost of IT improvements
over time, and to a lesser degree enabling flexibility to change, they generally underappreciate the
broader set of benefits SaaS can potentially offer.

Of course playing Devil’'s Advocate, it could be that the benefits listed are not relevant to non-users,
hence them not taking SaaS solutions on board. During our analysis, though, we found that the
perception of value correlated strongly with experience even within groups that you would expect to have
similar requirements (professional services firms, manufacturers, and so on, of a similar size).

Picking up on a specific point, even though SaaS users and many non-users appreciate the value of
spreading costs over time, this doesn’t address the question of whether you end up paying more or less
over the lifetime of a system or service, so let’s do that now.
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Is SaaS really any cheaper?

Feedback from adopters suggests there are savings to be made by going down the SaaS route but these
are not guaranteed. The reason for this is because the cost formula varies depending on the type of
Saas$ solution you are considering.

In this respect, it is useful to categorise Saa$S offerings not so much according to their function, but based
on what’s involved in implementing them. As we mentioned earlier, some services provide something
very close to a ‘switch on and go’ experience, with minimal setup involved. Security solutions, email,
document management, etc often fall into this category of what we might call ‘utility’ services.

In other cases, however, such as more complex CRM, ERP and other sophisticated business
applications, a combination of high service fees from providers, and the effort involved in configuring the
application and integrating it with other systems, can neutralise some of the savings that stem from
hosting (Figure 9).

How do the lifetime costs compare to traditional on-premise alternatives?

0% 20% 40% 60% 80% 100%

Utility Application Services ) -

These are used ‘as they come’ with relatively View of Existing SaaS Users
straightforward configuration and little orno
integration, e.g. email, document management,
security tools, and basicCRM

View of Non-Users

Complex Application Services
These typically require alot of configuration,
integration and even customisation as part ofthe
implementation process, e.g. ERP, more View of Mon-Users
sophisticated CRM, etc

View of Existing SaasS Users

B Much lower = Lower = No different = Higher = Much higher = Not sure

Figure 9 Costs savings are possible, but are not a given. It depends on the type of service.

The lesson here is that for most forms of SaaS that are relevant in an SMB environment, you are likely to
save some money compared to the on-site equivalent, even though it may not be a lot over the lifetime of
a system as service fees stack up. Either way, when making a business case for SaaS, it is important to
focus at least as much on the other benefits we have been discussing as cost savings.

In the meantime, from a cost perspective, be particularly wary of sophisticated solutions that were
designed with much larger organisations in mind. While it's great to know that a lot of the advanced
functions included in a market-leading SaaS CRM system are available, you must be realistic about how
much you are going to use them, because there is often no way of avoiding the high monthly service fees
that accompany the additional capability. And the irony is that smaller businesses with fewer users that
only take advantage of a subset of functions often end up paying proportionally a lot more per user than
large enterprises who enjoy volume discounts on larger contract commitments.

This brings us on to some of the challenges and risks in general.

Challenges and potential pitfalls

The notion of relying on a service provider to run your IT systems for you, and take care of your valuable
and often sensitive data, can put a lot of people off the SaaS model. It is therefore no surprise that the
non-users taking part in our study perceive a lot of potential pitfalls, but it's also encouraging that SaaS-
users generally say there aren’t any real showstoppers (Figure 10).
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Turning to the potential pitfalls, how much are the followinga concernin
i ?

relation to SaaS? Existing SaaS Users Non-Users

0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%

Service provider lock-in

Unfriendly contracts and terms

Integration with other servic es/systems

Escalating and/or unpredictable costs

Data management and security |
Mo control of upgrade cycle

Lack of freedom to customise/extend

Troubleshooting and support

L
[— —
See— ES—
[ SSS— .

Location of data

B Concern in general @ Concern in some cases = Something to be aware of B Not worried at all = Not sure

Figure 10 Care is important, but the level of challenge is often over-estimated by those without experience.

In practical terms, it boils down to doing your due diligence, and the orange and yellow bars on the left
hand side of the above chart highlight the areas experienced users say are particularly important to take
into account. For those interested in more insight into these areas, we have provided additional detail on
various aspects of due diligence in Appendix C.

Mentioning risk, one of the items on that last chart was ‘Data management and security’. Given the
amount of airplay this topic has received in the media in relation to cloud computing, it's worth spending
a minute considering some of the practicalities of IT-related risk when it comes to the impact of SaasS.

Security, data protection and resilience

It is not uncommon to see research stating that security concerns represent the biggest blocker to cloud
adoption. However, the responses obtained in surveys on matters about which respondents have little
experience and knowledge very much depend on how questions are phrased.

With regard to cloud security, if questions are asked based on the premise that your data might be less
secure, then varying degrees of negative response are unsurprisingly elicited. The last chart we were
looking at (Figure 10) is a good example of this.

However, if the premise of the question is that having a service provider manage security and access for
you is actually a potential benefit, those with experience almost invariably come back with a very positive
view, as they do with other aspects of IT risk management (Figure 11).

Perceived impact of handing key aspects of IT-related risk management to

the service provider Existing Saas Users Non-Users

0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%

The service provider takes care of
access security

The service provider takes care of
resilience and reliability

The service provider takes care of
data storage and protection

B Big benefit B Some benefit ® Little or no benefit B Actually undesirable = Saas generally doesn't deal with this = Not sure

Figure 11 Those with experience see the benefit of passing elements of IT risk management to providers.

The reason for this is clear. We have already talked about the constraints that typically exist in a small or
medium sized business with regard to skills, expertise and the ability to implement the latest technology
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in-house. Meanwhile, running IT systems is the provider’s core business, and with economies of scale on
their side, they are better able to put robust and comprehensive security measures in place, and build
their infrastructures in a highly resilient manner so the risk of downtime and data loss are minimised.

The upshot of this is that, with the best will in the world, it is extremely unlikely that any SMB can
compete with a credible SaaS provider when it comes to securing and protecting data, and ensuring a
good degree of application resilience and reliability. This is why those with experience overwhelmingly
agree that passing control of security and data protection to a reputable SaaS provider is a benefit rather
than a risk.

Having said this, service providers do still need to be qualified on the grounds of trust and competence.
While established players focused on serving the needs of business customers are generally not a
concern, it is worth being wary of unproven providers and those whose core business revolves primarily
around consumer services.

Acting on the opportunity

So, by reducing cost, complexity and skills-related barriers, SaaS opens the door to take advantage of
technology-based solutions that would be hard to cost-justify and implement through traditional means.
But where do you start if you want to act on this opportunity?

Focus initially on services that allow you to ‘raise your game’

There are three categories of SaaS service we would highlight that are likely to deliver quick wins
regardless of the nature of your business:

Cloud based email, office and collaboration

If you are still running email, contacts and calendaring in-house, or are using a very basic email
service (e.g. based on POP3 mailboxes from your comms service provider), it is worth taking a look
at what's on offer in terms of integrated cloud based email, office and collaboration suites. Some of
the facilities these offer have clear and immediate benefits in terms of support for mobile access,
home working, virtual teams, and so on. Other capabilities, such as policy-driven document stores,
web conferencing, secure instant messaging and social networking may not seem as relevant to you
at first glance, but when your workforce gets used to using them, you’ll wonder how your business
ever did without them.

SaaS based customer relationship management (CRM)

If you, like many SMBs, have customer information spread all over the place, with sales and service
processes being heavily dependent on what’s held in people’s heads, address books, email folders,
and mobile devices, then a coherent CRM system could have a big positive impact on your business.
Historically, however, buying servers and software, and setting up remote and mobile access to
implement CRM, has put a lot of smaller businesses off this kind of solution. SaaS based CRM is
now available from a number of mainstream providers, however, which can be used to help
coordinate and streamline customer-centric activities, and provide a high degree of business visibility
through the kind of reporting and analytics capabilities that large enterprises have enjoyed for years.

Hosted security and information management

If you know or suspect that not all of your data is fully protected from unauthorised access, corruption
and loss, or if security and data management concerns are holding you back from adopting flexible
and mobile working practices, then it is definitely worth checking out SaaS offerings in this space.
Whether it's anti-virus, anti-spam, backup and recovery, or even full blown archiving and retrieval,
looking to the cloud to help with such requirements can be liberating as well as reassuring. It
provides a really easy way of making sure that data sitting on PC hard drives, as well as servers, is
kept safe and secure, and centralised management and automation also means you no longer have
to worry about users remembering to run backups, update their anti-virus, and so on.

Apart from potentially delivering relatively painless quick wins, the other thing these solution areas have
in common is the availability of mature services, so you don’t have to travel to the leading/bleeding edge
to find something that will work for you.
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Of course mature SaaS services also exist in many other areas, including those in relation to accounting,
ERP and other so called ‘back office’ business applications. If you have specific needs of this kind, then
it's worth looking at the cloud alternative as part of your evaluation process. Beware of implementation
costs with these, however, as unlike email, collaboration, basic sales force automation, and data
security/management, they often have a lot of integration points with other systems, and there is typically
a significant amount of data to be migrated. This also means there is unlikely to be a good case for
moving perfectly good back-office systems into the cloud purely on the grounds of cost.

Before leaving the topic of service categories, it is worth noting that many more modestly-scoped hosted
services are available. If you simply want somewhere to put data in the cloud, so it can be shared and
accessed by employees working across multiple locations, then secure hosted storage as a stand-alone
service might work for you. The same applies to web-conferencing, social-collaboration and many other
types of point solution. The advantage of looking at integrated service ‘suites’, however, is that you’ll
often get a lot more for your money, and you don’t have to spend time and effort getting everything
working together. Employees also have a simpler and more convenient experience (fewer usernames
and passwords, less switching between applications and services, etc).

Do your due diligence on providers and services before committing

Regardless of the type of solution(s) you are investigating, it's almost certain that multiple-options will
exist in terms of both providers and services. While these will often look the same at first sight, the Devil
is always in the detail when it comes to SaasS.

Fundamentally, the areas you need to cover when doing your homework include:

e Basic checks on supplier stability and reputation, and functional fit of the service.

e Specific checks to minimise the risk of lock-in to a service that no longer meets your needs

e Contract related checks to ensure that you fully understand the relevant constraints and obligations
e Checks to make sure that the service provider generally operates in a way that suits you

We cannot stress the importance of making sure you understand what you are getting into before
committing to a SaaS service, particularly if your business is going to be relying on it. We have therefore
provided a drill down on the above aspects of provider due diligence in Appendix C.

Final thoughts

Discussions around cloud computing can be a bit confusing and off-putting if you are new to the area, but
there is no doubt that new forms of hosted services are already changing the way many organisations
are meeting their IT requirements, and are here to stay. Almost without exception, all of the major
hardware and software companies in the IT industry are investing heavily in this area, as well as
traditional hosting companies and a myriad of specialist cloud service providers that have emerged on
the scene in recent years (and continue to emerge).

One way or another, your business is likely to be using cloud services in the future if it isn’t doing so
already. Suppliers will increasingly be presenting such options to you as you seek out solutions to meet
new needs and replace old systems.

What many don’t realise, however, is that by removing the friction to bringing new capability on board,
SMBs in particular can start thinking about the way in which they exploit IT and communications in a
totally different way. If you don’t have to worry so much about up-front costs and the need for specialist
IT skills and resources to implement and operate new solutions, the question moves from “Is it possible?”
to “What’s the business case?”. Decisions then primarily come down to comparing the ongoing value
with the ongoing cost, and if the ratio is favourable, then acting on the potential is much more
straightforward.

With this in mind, we hope the research and our discussion in this report has been useful to help you
understand the potential and practicality, and wish you luck as you look to ‘raise your game’ with SaaS.
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Appendix A: Study sample

The study upon which this report is based was designed, executed and interpreted on an independent
and objective basis by Freeform Dynamics Ltd. Data was gathered via in-depth telephone interviews with
501 business and IT professionals in a European SMB environment. All respondents were either

responsible for, or intimately involved in, IT policy, planning and decision-making.

The sample distribution was as follows:

Overview of study sample

» 501 respondentsin total
» Selected European markets

» Professional Services

» Hospitality Services

» Trade Services

» Manufacturing/Engineering
> Retail/Wholesale/Distribution

Cloud in Action, Primary Research Study
501 telephone interviews, European SMBs, March 2013

» UK, France, Germany, Italy (100 interviews in each)
» Netherlands (51 interviews), Sweden (50 interviews)
» Equalsplit of respondents across three size tiers
» Tier 1 SMBs (101 to 250 employees)
» Tier 2 SMBs (26 to 100 employees)
» Tier 3 SMBs (10 to 25 employees)

» Focus on largest commercial industry segments

Which of the following best describes
your involvement in IT policy, planning,
and decision-making?

I have overall

| am intimately responsibility
involved in all 52%
significant
decisions
48%

Which of the following best describes
your role?

CIo, IT
Business Directoror
Professional Head of IT
0% 11%
Business \\ ’ IT Manager
Manager / . 17%
16%  p—

Business - -
Director/Exec \\U IT Prag(;ltloner
37% o

[ 1
\/ Symantec. dﬂ'ﬁﬂﬂ:’g
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Appendix B: Overview of cloud options for SMBs

The term ‘cloud computing’ is in broad use within the IT industry, but it can mean different things
depending on the context in which it is used and, quite frankly, what people are trying to sell you in the
case of suppliers.

If you read around the topic, you will come across various terms ending in ‘as a service’ (Infrastructure as
a Service, Platform as a Service and Software as a Service in particular), but the definitions of these are
also ambiguous. The same is true for terms like ‘Public Cloud’ and ‘Private Cloud'. If you are interested in
a comprehensive primer on cloud computing in general, we would recommend downloading our paper
entitled ‘Applied Cloud Computing’ from www.freeformdynamics.com.

The good news is that to appreciate where cloud options can potentially fit into your organisation as a
small or medium business you don’t need to get bogged down in all of the detail. There are two forms of
cloud that are most likely to be important to you — infrastructure hosting and Software as a Service
(SaaS). Let’s have a quick look at what these are about.

Infrastructure hosting

As per the brief description you will have seen previously on Figure 5, infrastructure hosting is about
renting access to raw capacity from a service provider. So what does that mean in practice?

A common scenario is when you have a piece of software you want to run, e.g. a business application,
but you don’t want the upfront and ongoing cost and hassle of buying and administering the hardware
necessary to power it. The most common form of infrastructure hosting is the one in which you rent an
appropriately sized server on a fee per month basis, onto which you load your software. The server itself
resides in a service provider’s data centre, and you access the application over a remote connection.

In this model, the service provider essentially takes care of the ‘hardware’ part of the equation, typically
providing you with a ‘raw’ server onto which you can install whatever you want. While this doesn’t
remove the need for server maintenance altogether (you still need to patch and otherwise maintain the
operating system, middleware, etc), it does mean you don’t have to worry about finding space to
accommodate new hardware or the electricity to power it. If the server breaks down, it's also up to the
provider to fix it (you get what you pay for in terms of service level agreements here), though data
backups and restores generally remain your responsibility.

Nowadays, servers rented from service providers can be either physical (i.e. real machines) or virtual,
the latter stemming from the use of systems-level software that can mimic a physical server, while under
the covers powering it in a flexible manner. The service provider, for example, can drive multiple
modestly-powerful virtual servers from one big physical one. Conversely, it can provide you with a single
very powerful virtual server underpinned by multiple physical machines.

What's more, the provider can potentially change how powerful virtual servers are as requirements
evolve, e.g. if there is a need to accommodate a temporary spike in activity on your website, more
compute capacity can be allocated to the virtual server on which it is running. This in turn allows more of
a ‘pay as you go’ approach to consuming the server capacity you need, i.e. you are just charged for what
you use. It's a model often associated with Amazon, and some people refer to it as ‘utility computing’,
‘elastic cloud’ or ‘Infrastructure as a Service’ (laaS). Beware, though, that the acronym ‘laaS’ is simply
used by some as shorthand for infrastructure hosting in any form (so never make assumptions on cloud
jargon).

Of course apart from server capacity, the other aspect of infrastructure that can be hosted is data
storage. An element of this is often incorporated with the arrangements we have been discussing for
servers, but cloud based storage as a discrete service is also becoming more popular.

Our description of infrastructure hosting here is deliberately simplified as we don’t have space in this
paper to go into a lot of detail. The main point to remember is that a range of options now exist, some of
which are extremely flexible, for you to acquire server or storage capacity from the cloud to support your
business systems, avoiding the need to have as much IT infrastructure (or even any at all) on site.
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Software as a Service (SaaS)

The SaaS model takes hosting to the next level. It is often associated with business applications, and the
chances are that you will have heard of solutions like Salesforce.com and Google Apps in which the
software runs purely ‘in the cloud’. Access to applications, whether it's CRM or word processing, is then
achieved via almost any modern Web browser running on any machine.

While early services like those just mentioned constitute obvious examples of SaaS, and the players
concerned put a big emphasis on pretty much everything being hosted in the cloud, the modern view is a
bit more inclusive. Nowadays it is more common for SaaS offerings to include elements of both centrally
hosted and locally running software.

A good example would be Microsoft's Office 365, which is commonly deployed with the email server and
document store running as hosted services in the cloud, accessed via office tools (Outlook, Word, and so
on) running in a traditional manner on the user’s PC. Another example is Symantec.cloud. In addition to
providing cloud-based filters’ that block spam and viruses before they reach your network, it also
includes a cloud-based console which can be used to deploy, monitor and administer security and
backup software running on individual users’ PCs, and to control the back-up and recovery of data from
local hard drives.

In line with this principle of ‘hybrid’ cloud, many of the offerings we see in the most common SaaS
solution categories are based on the notion of hosted services working together seamlessly with software
running on local desktops, laptops, mobile devices and/or servers:

SaaS

Examples

With regard to how you pay, when software functionality is consumed via the SaaS model, costs are
covered through ongoing service fees, e.g. on a ‘pay as you go’ basis or, more typically, in the form of a
monthly subscription charged on a ‘per user’ or ‘per end user device’ basis.

From a benefits perspective, SaaS promises a lot of the same advantages as infrastructure hosting, but
extends them into the software application and tools space. Given that the service provider is taking care
of the software as well as the hardware part of the equation, this makes it particularly relevant to
organisations with limited IT resources, often allowing solutions to be taken on board that would
otherwise be prohibitively complex or costly to implement and manage.
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Appendix C: Service provider due diligence in more detail

Before entering into any cloud contract, it is important to make sure you have adequately checked out
both the service and its provider in a number of key areas:

Flexibility and
avoidance of
lock-in
Commercial
and legal
terms

Functional fit
of service to
your needs

Relationship
management
and support

Supplier

stabilityand o
reputation Diligence

Due

It is beyond the scope of a document like this to provide a prescriptive formula for conducting due
diligence as organisations, priorities and the nature of services can vary so much. However, here are
some of the more critical things to bear in mind when evaluating cloud providers.

Basic checks

As with all suppliers, you need to apply common business sense when it comes to selecting SaaS
providers with regard to their stability, reputation, and so on. While pundits are often guilty of adopting
the attitude ‘If it is cloud, it must be good’, and putting the focus on disruptive new players, our general
advice would be to focus on those with an established base of existing small/medium business
customers, at least until you have more experience under your belt.

Beyond this, make sure the service is going to work for you functionally. This includes not only looking at
capability, but also things like usability, ease of setting up and managing users, and support for the kind
of technology you already have deployed. It's no good signing up for a service that only runs well with
Microsoft Internet Explorer if you have a lot of Mac users, or only supports Apple iPhones and iPads for
mobile access if you make significant use of Android, BlackBerry or Windows Phones. Related to this, if
your employees need to access the service over slow connections or in disconnected mode, then
support for synchronisation of data and offline use is going to be important too.

The golden rule is not to make any assumptions. You would be surprised how many well-known SaaS
brands have constraints on the browsers, mobile devices, versions of Microsoft Office, etc, that can be
used to connect into their services. Fortunately, it's usually possible to set up a trial account and try the
service first-hand before you subscribe, which is well worth doing.
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Avoiding lock-in

You may remember that the risk of lock-in came top of the list of challenges identified by SaaS users (as
we saw previously in Figure 10). There are two aspects to this, practical and commercial/legal. On the
practical side, the question to ask is how costly and difficult it would be to switch providers or move the
solution in-house should you wish to do so down the line.

For utility-style services that are likely to underpin most of your SaaS activity in an SMB environment, this
shouldn’t be too much of a concern. The biggest thing to think about is how you would get your data back
(if appropriate) for loading into whatever alternative you move to. Most providers make import and export
facilities available for this purpose, but it's worth thinking ahead and checking out what’s provided.

For sophisticated solutions, such as accounting, ERP, and more tailored CRM implementations, lock-in
can be more of a concern as your data is often stored in a structure and format that is peculiar to the
service provider’'s application environment. You can’t simply unload your data from Salesforce.com and
import it into Microsoft Dynamics CRM, for example. While tools sometimes exist to assist with such
things, it is worth asking questions of service providers around the practicalities in this area, and making
sure you understand what is and isn’t possible, at least at a high level.

The other aspect of lock-in is commercial in nature, which leads us to the discussion of contract terms.

Reviewing contracts

None of us like to get bogged down in the detail of legal agreements, but with cloud services you are
often entering into a commitment that you will have to live with for a while. We often read about the
flexibility of cloud services, and the ability to adjust your commitment as needs change. At the time of
writing, however, the overwhelming majority of SaaS offerings involve signing an agreement for a fixed
period of time, e.g. a year. Furthermore, within the contract period, it is typical for terms to be ‘ratchet
style’, i.e. you are allowed to increase your usage freely (e.g. add users or capacity), but not reduce it
(without being hit by financial penalties). Make sure, therefore, that you understand these aspects of the
contract before signing up.

Beyond the commitment clauses, it's also important to look at other contract terms relating to things like
service levels, accountability for service-related problems, and, of course, the way in which your data is
stored and managed. Depending on the nature of your business, you may or may not care where the
service provider keeps your data geographically, and the kind of industry standards they apply from a
security and access perspective, but you may need to pay attention to these if your business is subject to
a lot of regulation.

Support and relationship management

The last, and perhaps most fundamental area we’ll cover in terms of due diligence, relates to the ways in
which you will interact with the provider on an ongoing basis. With fairly simple services, it may be OK to
sign up online, use the relevant web-based console to set everything up, then rely on email or ad hoc
telephone support.

In other cases, you may be more comfortable with a managed relationship approach through which you
can get more tailored advice and guidance, consulting or hand-holding during implementation, and more
attentive or proactive support when required. If this is something you are looking for, then it makes sense
to seek out a more local or specialist supplier. This doesn’t necessarily mean that the service is run
locally, as large SaaS providers such as Google, Microsoft, Salesforce.com and Symantec all have
networks of partners that are familiar with their services and can resell and/or support them. This
potentially gives you the best of both worlds in terms of local support backed by a solid global player.

The other advantage of working with local partners is they can assist with the initial implementation
activity if you need more help configuring systems, training users and generally getting up and running.
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Freeform Dynamics is a research and analysis firm. We track and report on the business impact of
developments in the IT and communications sectors.

As part of this, we use an innovative research methodology to gather feedback directly from those
involved in IT strategy, planning, procurement and implementation. Our output is therefore grounded in
real-world practicality for use by mainstream IT professionals.

For further information or to subscribe to the Freeform Dynamics free research service, please visit
www.freeformdynamics.com or contact us via info@freeformdynamics.com.
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Symantec protects the world's information, and is a global leader in security, backup and availability
solutions. Our innovative products and services protect people and information in any environment —
from the smallest mobile device, to the enterprise data centre, to cloud-based systems. Our world-
renowned expertise in protecting data, identities and interactions gives our customers confidence in a
connected world. More information is available at www.symantec.com or by connecting with Symantec
at: go.symantec.com/socialmedia.
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